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Introduction
A new wave of technology is driving rapid global change. “Waves” of technological

change, driven by inventions ranging from steam power to electricity to the
automobile, have driven economic development and social transformation throughout
recent history.1 Some historians speak of “technological revolutions,” from the first
industrial revolution that mechanized production, to the second that led to mass

production, to the third that automated production. It has been argued that we are now
in the fourth industrial revolution, where “a fusion of technologies...is blurring the
lines between the physical, digital, and biological spheres.”2 In this latest technological
revolution, “new technologies” include everything from the Internet to drones to big

data, and the potential applications of these technologies are rapidly expanding.
The need for multilateral cooperation in response to new technologies was recognized
as early as 1865, with the creation of the International Telegraph Union (ITU). The ITU
(renamed the International Telecommunication Union in 1934) became a specialized
UN agency in 1947 and is the oldest existing international organization. In subsequent
years, technological change has created new opportunities for multilateral cooperation
in the areas of sustainable development, governance and state-society relations, peace
and conflict, international security, and global governance. But at the same time, the UN
and other multilateral institutions have at times struggled to keep up with the pace of
change.
Any discussion of multilateral cooperation on new technologies must take a multistakeholder perspective. Private sector and civil society actors, in particular, have often
played a leading role in developing and pioneering innovative uses of these
technologies, as well as in governing their use. International governance of the Internet,
for example, has largely taken place outside of multilateral and state institutions—and
many argue it should stay that way. In adapting to new technologies, the UN must
determine where it can play a useful role and where existing mechanisms and other
actors are better placed.
The UN has been seeking not only to find its role in addressing new technologies but
also to integrate these technologies into its other areas of work. This integration is more
advanced in some areas than in others. For example, the growing role of technology in
sustainable development was highlighted in the outcomes of several major UN
conferences in 2015. In other areas, such as peace and security, the UN is earlier in the

process of integrating new technologies into its work.
This is the context in which the Independent Commission on Multilateralism (ICM) is
addressing the impact of new technologies and identifying areas where the multilateral
system could play a positive role. This paper does not aim to give a comprehensive
overview of the landscape of new technologies. It focuses on the opportunities and
challenges these technologies present and how the multilateral system, anchored in the
UN, is addressing them. The objective is to offer the multilateral system concrete
recommendations on applying these new technologies in key areas and developing
frameworks and norms governing their use.

Impact on Governance and State-SocietyRelations
1.Challenges and Opportunities
Crowdsourcing
Crowdsourcing presents an opportunity to empower citizens and transform the state-

society relationship. The term “crowdsourcing” was originally defined as the use
of new technologies and social media to solicit contributions or share real-time
information, generally in a business context. It has since come to be applied to a
wide variety of situations where ideas, opinions, labor, or something else is
“sourced” from a potentially large group of people. It has also increasingly been
applied in government and policy contexts; as one commentator put it, “If
elections were invented today, they would probably be referred to as
‘crowdsourcing the government.’” Crowdsourcing has the potential to augment more
traditional routes for participation, such as elections and referenda. It can make

government decision-making processes more inclusive and transparent and
allow citizens to assess their outcomes, indirectly increasing their legitimacy. One
recent example is Iceland’s attempt to crowdsource a new constitution, which
included extensive use of social media to gather feedback. Many countries have

experimented with online participatory governance, from websites where citizens

can provide the government feedback to virtual “town hall” meetings. These
participatory and deliberative approaches can promote a move from vertical
toward horizontal power structures.
Networking
Mobile phones and social media also present opportunities to empower citizens and
transform their relationship with the state. Real-time photos and videos uploaded to
social media can expose government corruption or abuse and increase government
responsiveness to citizen concerns. These technologies have also revolutionized
people’s ability to organize and coordinate protest movements, from the Arab uprisings
to protests in Ukraine to the Occupy Movement. Government efforts to counter and
block these technologies have often backfired, but authorities have proven that they can
learn from their mistakes and use technology to their advantage. Some of these uses,
such as mass surveillance, could contribute to breaking down trust between
governments and citizens.
While new technologies can facilitate the rapid spread of ideas, this can have both
positive and negative consequences. The easy manipulation of information and sources
and the risk of viral dissemination without verification can propagate misinformation.
Moreover, social media users risk finding themselves in “information cocoons” where
they are not exposed to differing opinions, potentially increasing political polarization.
Social media can also facilitate the spread and uptake of radical ideologies; the socalled Islamic State uses social media to recruit people from around the world.
2.Multilateral Responses
Open Government Partnership
Compared to sustainable development, the multilateral system has been slower to
recognize the potential for new technologies to improve—or worsen—state-society
relations. But in 2011 eight governments and nine civil society organizations launched
the Open Government Partnership (OGP), which has since expanded to sixty-nine
countries. In endorsing the Open Government Declaration, countries have pledged to
“increase access to new technologies for openness and accountability,” including
making more information public and creating secure online spaces for public
engagement. While still in its early stages, this partnership demonstrates the possibility

of increased multilateral engagement on governance and technology.
Selection of UN Secretary-General
Besides, the UN has used new technologies to increase the transparency and
participatory nature of the process for selecting the next secretary-general in 2016. This
process has included the use of social media and an online platform for people to ask
questions to secretary-generall candidates. This and other such processes also provide
opportunities for multilateral institutions to engage and partner with civil society.
Impact on Peace and Conflict
1.Challenges and
Opportunities
Conflict Prevention

Although conflict prevention does not get the attention or funding it deserves on the
global stage, this may be changing with the availability of new technological tools. ICTs
provide opportunities to collect data about crime and conflict and reduce the gap
between warning and response. For example, crisis mapping, social media mapping,
and crowdsourcing tools can help generate data on conflict indicators. The data
generated from these tools can help identify patterns associated with conflict and peace
to better inform conflict prevention efforts, or to monitor violations of cease-fires or
human rights.
However, significant hurdles to using new technologies to prevent conflict remain.
These tools may not be appropriate or effective in every conflict or context. Big data, for
example, come with significant risks—not just the risk of compromising privacy but also
of threatening the security of individuals if the data falls into the wrong hands or that of
exacerbating conflict if the digital divide parallels conflict cleavages.
Peace Operations
Although new technologies have changed the way wars are fought, UN peace
operations have been slow to integrate these technologies in fulfilling their increasingly
complex mandates. Particularly useful for peace operations are technologies that
facilitate monitoring and observation, including unarmed unmanned aerial vehicles
(UAVs), video monitoring systems, motion detectors, and satellite imagery. These
technologies can particularly help peace operations in the asymmetric threat
environments in which they increasingly operate. The war in Syria is pushing forward
the exploration of many of these technological alternatives to putting boots on the

ground.
As the use of new technologies in peace operations expands, their benefits and
drawbacks have attracted increasing attention from researchers and policymakers. For
example, while UUAVs can improve data collection, transportation, and communication
in peace operations, they also become part of the conflict dynamic, with all the
attendant risks. The ways these new technologies are used can also be controversial. In
particular, intelligence gathering remains a sensitive subject for the UN and its
membership, even if it has lost some of its negative connotations. Nonetheless, new
technologies can benefit peace operations in many less controversial areas of their
mandates, including monitoring and protection of civilians.
Peacebuilding
New technologies also offer new opportunities for managing conflict and building peace,
particularly at the local level. Beyond assisting in conflict prevention, participatory data
collection and processing tools can empower communities to resist violence and
recover after conflicts. ICTs can provide avenues for alternative discourse or community
engagement
that promote peace, and video games have been used to foster nonviolent attitudes and
behaviors. However, in peacebuilding, too, these technologies bring risks. Access to
new technologies is often uneven and can be manipulated by governments, and users
face privacy and security risks. Moreover, the same technologies that could be used to
spread messages of peace could also be used to propagate messages of hate.
2.Multilateral Responses
The multilateral system has increasingly recognized the potential of new technologies to
support peace and prevent conflict. The 2005 Tunis Commitment, a consensus
statement of the WSIS, recognized the important role that ICTs can play in preventing
conflicts through early- warning systems, promoting peaceful conflict resolution,
supporting humanitarian action, facilitating peacekeeping missions, and assisting postconflict peacebuilding and reconstruction. Review of UN Peace Operations
In 2014 the UN secretary-general mandated a panel of experts to look into the use of
technology and innovation in UN peacekeeping. In its final report, the panel stated that
“the availability and effective use of [modern] technology represents the essential
foundation— the very least that is required today—to help peacekeeping missions
deploy to and manage complex crises that pose a threat to international peace and
security.” The report recommends integrating new technologies into many aspects of
peacekeeping operations, including to sustain the basic needs underpinning missions’
ability to function, help missions execute their mandates more effectively, and

streamline mission support operations. It also recommends institutionalizing innovation
and continuous technological adaptation. The UN secretary-general’s High-Level
Independent Panel on Peace Operations (HIPPO), endorsed these

recommendations, recommending that priority be placed on “enabling” technologies
to improve safety and security, capacity for early warning and civilian protection, health
and well-being, and shelter and camp management. The extent to which these
recommendations are taken up remains to be seen.
Conflict Prevention Mechanisms
Efforts to use new technologies for conflict prevention have also been taken up at the
multilateral level. For example, UNDP has implemented programs using new
technologies to prevent conflict and is further exploring this issue. At the regional level,
the Intergovernmental Authority on Development (IGAD), which includes eight countries
in East Africa, launched an ICT 4 Peace project as part of its Conflict Early Warning and
Response Mechanism (CEWARN).
Impact on International Security
1.Challenges and Opportunities
Cyberspace
While the potential use of ICTs for development, governance, and peace has posed
questions about how to govern the Internet, issues related to security—and
cybersecurity in particular—have made these questions more urgent. As the barriers to
entry in the cyber domain are low, cyberspace includes many and varied actors—from
criminal hackers to terrorist networks to governments engaged in cyber espionage.
Cybercrime and cyberattacks can undermine the safety of Internet users, disrupt
economic and commercial activity, and threaten military effectiveness. Moreover, the
conflict that takes place in the cyber domain often mirrors conflict in the physical world.
New Methods of Warfare
The cybersecurity landscape becomes even more complex as new technologies
reshape warfare. New technologies have made possible new methods of employing
lethal force, such as armed unmanned aerial vehicles (UAVs), or drones, that pose new
challenges. There is broad consensus that the use of armed drones is not in itself
illegal, but there is no consensus on how to apply international law on the use of force to
drones, and there is a risk that they could expand the geographical and temporal
boundaries of using force. Their potential use by non-state actors raises further
regulatory challenges. Lethal autonomous weapons systems, or "killer robots,” are also
raising serious questions about the conduct of modern warfare and the application of

international humanitarian law (IHL). The notion of the decision-making process is at the
heart of the IHL and as these technologies become more and more autonomous with
little to no human intervention, accountability becomes more difficult to determine. New
technologies have also given rise to modern forms of hybrid warfare. Many

technologically advanced weapons systems are now available at relatively low
cost. At the same time, more widely available technologies such as mobile
phones and the Internet are increasingly used to support war efforts by
facilitating communication, influencing public opinion, teaching new warfare
techniques, gathering intelligence, and engaging in cyberattacks, as particularly
demonstrated in the conflict in Ukraine.
The growing interest and contention around the so-called “duty to hack” also raises a
question related to international humanitarian law and security. International
humanitarian law requires states to use the least harmful military means available for
achieving their strategic objectives, which in the case of this theory could mean using
cyber operations as the predominant least-harmful response. Such cyber operations
could help avoid physical attacks that risk causing greater damage and casualties. This
theory thus assigns states the “duty” to invest in offensive hacking capacities.
2.Multilateral Responses
Applying Existing International Laws and Norms
Given how new technologies complicate the application of existing international legal
frameworks from many different vantage points,
greater clarity, and consensus on how to apply these frameworks are needed. As in the
physical domain, a considerable role can be foreseen for the multilateral system in
determining the norms and rules that govern offensive state action in the cyber domain
and through new forms of warfare.
The UN has undertaken several initiatives toward this end. For example, the UN special
rapporteur on extrajudicial, summary or arbitrary executions and the UN special
rapporteur on the promotion and protection of human rights and fundamental freedoms
while countering terrorism have both issued reports to clarify the applicability of
international law surrounding the use of armed drones. In the wake of the “Campaign
Against Killer Robots,” the UN Convention on Conventional Weapons (CCW)
established in 2013 the Meeting of Experts on Lethal autonomous weapons systems
(LAWS), involving the UN and civil society. One of the goals of these annual meetings is

to figure out a way to ban LAWS and ensure that human decision making remains at the
heart of lethal actions. Many say that this train has already left the station with over
twenty autonomous weapon systems already in existence, but there is a need for a
legal framework, and the UN could be seen as taking the lead on this issue.
Another example is the work of the consecutive Groups of Governmental Experts

(GGEs) on Developments in the Field of Information and Telecommunications in
the Context of International Security, established under the auspices of the UN
General Assembly. Though initial progress was slow, the third GGE reached a
breakthrough when it unanimously concluded that international law, particularly
the UN Charter, is applicable in cyberspace. This report is widely seen as
indicative of an emerging consensus on the validity of applying existing
international rules to cyberspace.
An additional major initiative was the development of the Tallinn Manual on the
International Law Applicable to Cyber Warfare. This manual was created by a group of
international law and cyber-security experts brought together by the North Atlantic
Treaty Organization’s (NATO) Cooperative Cyber Defence Centre of Excellence to
consider jus ad Bellum (the laws for engaging in war) and jus in Bello (international
humanitarian law). Although the manual is nonbinding and left several important issues
unresolved (e.g., where the threshold of serious damage lies), the manual is considered
an important attempt to determine how international rules apply to cyberspace. A New
Treaty Addressing Cybersecurity
Though the above initiatives have broken important ground, considerable work on norm
development remains to be done regarding offensive state action in the cyber domain,
including on issues such as cyberespionage by states and state responsibility for
actions emanating from their territory. The question thus continues to be raised whether
existing international laws, even if applicable, are sufficient to deal with cyber threats.
Both states and scholars have proposed a new treaty to address cybersecurity. In 1998
Russia proposed a treaty governing cyber weapons in much the same way as treaties
governing nuclear, chemical, and biological weapons, although the proposal did not
gain significant support. Others have argued for a more comprehensive treaty
addressing cybersecurity. This approach reflects existing regional efforts to address
cybercrime, including the 2001 Convention on Cybercrime (also known as the Budapest
Convention) among Western states, which requires parties to harmonize domestic

criminal legislation and promote international collaboration in addressing transnational
cybercrime. Any attempt to create new cybersecurity laws will require policymakers to
address three major underlying issues. First, they will have to consider which actors to
address. Most existing laws focus on private actors without distinguishing between their
motives, but it may be best for a different set of rules to apply when cyberattacks
originate from a state. There is also a question of whether to distinguish between
attacks by cybercriminals and attacks by cyberterrorists. However, the seriousness of
the threat posed by cyberterrorism, as well as the use of the term itself, remains
controversial. In considering this question, the UN Working Group on Countering the
Use of the Internet for Terrorist Purposes concluded that cyberterrorism is not yet a
threat serious enough to warrant separate legislation. Second, if policymakers put in
place different rules for different actors, they must be able to attribute each act to
determine which set of rules applies. Attributing cyberattacks is difficult, however, and
simply determining an attack’s source may not be enough to determine who is
responsible. If governments are too careful to attribute, this could undermine attempts to
hold those violating laws accountable. Third, policymakers must address the
relationship between cybersecurity and human rights. In the Cybercrime Convention, for
example, activists fear that grouping together crimes merely committed on the Internet
and those for which the Internet is central opens the door to content controls. This
highlights questions about the extent to which a new cybersecurity treaty would be able
to safeguard human rights around the world. Existing guidance on human rights in the
digital age developed within the UN system would likely have to be included as part of
any such treaty. Confidence-Building Measures
In addition to a treaty on cybersecurity, some have proposed confidence-building
measures (CBMs) as a complementary approach to addressing cybersecurity. One
potential CBM is the “duty to assist,” which would require to assist victims facing serious
harm. This would avoid the challenge of attribution, as the severity of harm, rather than
its source, would determine whether to assist. Building on this concept, others have
proposed a global cyber federation of nongovernmental institutions committed to
providing independent, neutral, and impartial assistance to the Internet and its users.
Using existing computer emergency response teams (CERTs) and computer security
incident response teams (CSIRTSs) as building blocks, this federation would aim to
make cyberspace safer and more secure. Both these proposals would seek to maximize
the role of all stakeholder groups rather than privileging state interests. They could also
align with efforts by the World Federation of Scientists to promote the concept of cyber
peace at the UN.

Governing Cyberspace
1.Challenges and
Opportunities

Existing Governance
Systems

Questions around the governance of the Internet have been controversial, in part due to
its multi-stakeholder nature. Public authorities have not played a major role in regulating
the Internet, leaving it largely to private regulation by engineers and experts who have
made major decisions through unstructured procedures. Despite this lack of regulation,
the existing system has been remarkably successful; any changes to the governance of
the Internet will need to preserve and extend what is working well and avoid unintended
damage to stability, security, and accessibility. Democratic Deficit
There is growing recognition of the democratic deficit in Internet governance, and there
has been some movement on this front. Besides, the realization and recognition that
voices from developing countries are underrepresented in global Internet governance
fora across all stakeholder groups seem to be growing. 2.Multilateral Responses
Agreements in the WSIS
With the completion of the WSIS+10 in December 2015, questions regarding the role of
the multilateral system in governing cyberspace have gained a particular salience. The
WSIS+10 outcome document reaffirmed the provisions of the WSIS agreed in Geneva
and Tunis, including that governance of the Internet should be “multilateral, transparent
and democratic” and should ensure “an equitable distribution of resources, facilitate
access for all and ensure a stable and secure functioning of the Internet, taking into
account multilingualism.” The WSIS had also agreed that all stakeholders should be
involved— states in assuming their “sovereign right” of policy authority; the private
sector in developing the Internet; civil society, particularly at the community level;
intergovernmental organizations in coordinating public policy issues; and international
organizations in developing standards and relevant policies. The WSIS+10 outcome
document also reaffirmed that “the same rights that people have offline must also be
protected online.”

Role of the Multilateral System
Ever since this WSIS process, a coalition of some states and a wide range of
nongovernmental organizations has vocally opposed greater involvement by
governments in governing the Internet, whether by individual states or multilateral
organizations. Greater involvement of the UN or other multilateral actors in Internet
governance is often met with doubt, criticism, or even hostility. Criticisms focus
especially on the lack of required technical expertise among government officials, the
slow pace of discussions at the UN, and the potential politicization of Internet
governance such a shift could entail.
Nonetheless, a growing number of actors recognize that, depending on the issue and
the stage of discussions, there is space for multilateralism and multi-stakeholders in
Internet governance. As states increasingly assert their sovereignty over the Internet, it
is important to disentangle what can be decided locally and what needs to be decided
globally. In several areas, cooperation, norm development, and, ultimately, rule setting
could be beneficial.

Recommendations
For the multilateral system, and the UN, in particular, to make progress on the range of
issues touched upon above, the UN and its member states should take several
important actions.
Consolidating UN Venues Dealing with New Technologies and Cyberspace
The first set of recommendations touches on cross-cutting institutional challenges that
require particular attention.
• Map UN venues dealing with new technologies: The UN system is addressing and
using new technologies in many ways—from integrating them into its work on
development and peace to building and clarifying norms to govern and secure the
Internet. The UN is far from idle, but it is creating confusion through its piecemeal
approach, which spreads decision making and consultation throughout the system.
By one count, nine different UN bodies have dealt with cyber issues since the 1990s,
and this does not include bodies such as the UN Human Rights Council, which has
started to approach these issues from a human rights angle. 71 To involve more
stakeholders, increase efficiency, and build norms promptly, the UN Secretariat

should help identify the different venues where new technologies are being
discussed and addressed. This would also help streamline and consolidate efforts in
the UN and outside of the UN to avoid duplication.
• Identify a UN focal point on cyber issues: With ongoing efforts in regional bodies
such as NATO, the Organisation for Economic Cooperation and Development
(OECD), the Asia-Pacific Economic Cooperation (APEC), the Organization for
Security and Co-operation in Europe (OSCE), the Organization of American States
(OAS), and the Council of Europe, there is a risk that collective regional approaches
to questions of sovereignty and jurisdiction will harden the stances of member states
in negotiations at the UN. The appointment of a clear focal point within the UN
system for particularly pressing discussions might help avoid such a situation. This
focal point could also function as a test case for the establishment of other focal
points as the Internet governance system evolves and more issues come up for
discussion in the UN.
• Recognize and build on multi-stakeholder approaches and build partnerships with
private and civil society actors: If there is greater recognition of the role of civil
society and the private sector in the multilateral system, it is with regards to new
technologies and cyberspace that this role can most readily become a reality. While
the UN has a role to play regarding new technologies and digital innovations, it is
not—and never will be—in the lead. In fulfilling its role, the UN needs to build on
expert input and broad stakeholder buy-in. It needs to develop far more transparent
and networked forms of multilateral governance. This requires that inputs and
expertise from other stakeholders are accorded far greater pride of place across the
multilateral system. At the same time, it also requires putting in place checks and
balances to ensure that such an opening up decreases, rather than increases, its
democratic
deficit. ICTs can play a role in this, too. This will require the UN to develop
mechanisms that provide for meaningful participation of relevant private sector
and civil society stakeholders in intergovernmental negotiations.
• Ensure coherence among new mechanisms: The Technology Facilitation
Mechanism, the technology bank for least-developed countries, and the Technology
Framework share the common goal of facilitating access to and transfer of
technology to developing countries. These new mechanisms have the potential to
accelerate progress and support the achievement of the 2030 Agenda and the Paris
Agreement. But because they are disconnected from one another, there is a risk of
duplicating efforts and competing for resources.

Developing New Approaches and Norms
This second set of recommendation is at a more technical level, touching on norm
development and new approaches to better address the emerging challenges and
opportunities created by new technologies:
• Make the UN the depository and safe-keeper of big data: The UN could help
gather, collect, and store data, especially from regions where the infrastructure is not
safe or sufficient. Member states could give this mandate to the UN, which would
have to create and implement safeguards for the data.
• Consolidate and build analytical capacity: The UN could help provide greater
analytical and statistical capacity when member states lack it. This could facilitate
economic and social development, as well as gathering and analyzing necessary
data on climate change. This capacity already exists but is currently spread
throughout the system.
• Crowdsource international negotiations: This is a bold and nascent concept, but
some issues could gain from greater public consultations. The UN could build on the
lessons from previous crowdsourcing efforts, including in the process of electing the
next secretary-general.
• Recognize cyberspace as “global common good": The UN could formally recognize
that cyberspace should be used for “peaceful purposes” in the interests of humanity.
• Support confidence-building measures (CBMs): The UN and other multilateral
actors could put in place CBMs at the regional and sub-regional levels to ensure the
security and sustainability of cyberspace.
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